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Marlene H. Dortch, Secretary

Federal Communications Commission
Office of the Secretary

445 12th Street, SW, Suite TW-A325
Washington, DC 20554

Re: EB Docket 06-36; Annual CPNI Certification
Dear Ms. Dortch:

Submitted herewith is the calendar year 2012 CPNI certification of BlackCloud
Networks, Inc. (FRN 0020090304) pursuant to 47 C.F.R. § 64.2009(e). Please advise me if there
are any questions regarding this submission.

Very truly yours,

ohn L. Clark

Counsel for BlackCloud Networks, Inc.

cc: Best Copy
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Annual 47 C.F.R.  64:2009(e)CI’ NI Certification Covering Prior Calendar Year 2012

=B Docket 06-36

BlackCloud Networxs, L.
FRN: 0020090304
Form 499 Filer [.D.:8284.43

I, _Joe Surprznan, certify that I aum an officer of BlackCloud Networks, Inc. (the
“Company™), am authorizedyrumake thes certification on its behalf, and that [ have personal
knowledge that the Comypany bias established operating procedures that are adequate to ensure
compliance with Section 222 of the Cornmunications Act of 1934 and the 47 C.F.R. § 64.2001 e

seq.. the Federal Coramuuicatiéns Comriission rules implementing Section 222.

Attached to tiris cartification is ¢ statement explaining how the Company’s procedures
ensure that the Company {s in complian: = with the requirements set forth in the Commission’s
rules, including those mandating CPNI :rocedures, training, recordkeeping, and supervisory
review),

The Company has not taken any «actions (proceedings instituted or petitions filed by the
company at either state commisﬁg;ion, the sourt system, or at the Comimission) against data
brokers in the past year.

The Company has the i'tillowing iaformation with respect to the processes that pretexters
are using in attempts to access CPNL Tl steps the Company is taking to protect CPNI are
described in the attacaed :tatemient.

The Company has not rejceived azy customer complaints in the past year concerning the
unauthorized release of CPNI.

The Company reprssent{; and wa; -ants that the above certification js consistent with 47
C.F.R. § 1.17, which requires tristhful and accurate statements to the Commission. The

Company also acknowled yes tazt false suatements and misrepresentations to the Commission are
punishable under Title 18 of the[U.S. Coze and may subject it to enforcement action.

Title: ﬂW
Dated: VL/ }~ﬂ—// /%
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STATEMENT (O COMPLIANCE PROCEDURES

BlackCloud Networks, Inz. (the “Company”) has established operating procedures to protect the
privacy of Custome; Praprietary Netwck Information (“CPNI™) as follows:

(1) The Company does 1ot ailow the us2 of CPNI for-sales-oivmiaheting ol ainy Cditgory v~
service to which a custonier does no- already subscribe, except for the provision of CPL.
voice mail, insice wire secvice, or custom-calling (adjunct-to-basic) services.

(2) The Company has adoptad authentication procedures to protect against unauthorized access
to CPNI during custome ~initiated tzlepiione contact, online account access, and visits to the
Company’s business locitions at which access to CPNI may be obtained. These procedures
require the customer to g rovide, in the case of visits to the Company’s locations, a proper photo
1.d.. and in other cases. a password that 's provided to the customer only after the customer is
first authenticated using non-readily-aveilable biographical or account information. Further.
whenever a password. response to back-up means of authentication, online account. or address of
record is created or chanyed, the custoraer is notified of the change in accordance with the FCC's
rules safeguarding CPNI. In czses wher? a business customer has a dedicated Company account
representative, other authentication metl.ods may be used as expressly set forth in the contract
between the Company aud the custome:,

(3) Except as set forth atave, the Comp«ny discloses CPNI to third parties only pursuant to
lawful process. In the evznt cf any mcittainty, the Company’s policy is to consult with counsel
before responding te any recuest for CE'NI from a third party.

(4) In the event of any bieach: in the security of customers’ CPNI, the Company will notify law
enforcement pursuant to the FCC’s rules before notifying customers or publicly disclosing the
breach. In addition, the (lompsny will :haintain records of all such breaches and notifications as
required by the FCC’s rules.

5) The Company has trainad all personn=l who have access to CPNI, or control over access to
CPNIL regarding the uses for which CPINI may be made. the restrictions in the use of CPNI, and
the authentication requircrents for disclosure of CPNI to customers. and all personnel have been
trained in the notificatior. procedures to e followed in the event of a breach. The Company has
a no tolerance policy for violations and will discipline any individual who has been found in
violation of CPNI requircroents. Intentional or grossly-negligent violations will result in
termination. In othe: cases, discipline, :p to and including termination, will apply, as
appropriate.



